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What to look for when reviewing supplier’s contracts and/or terms and
conditions

When you use a supplier who processes personal data for you (a processor), UK GDPR Article 28 says you must have a contract in place with specific
clauses. These clauses protect individuals’ rights, ensure lawful processing, and make sure your supplier is accountable.

First, confirm the relationship

e Controller vs. Processor: Are you deciding why and how the data is processed (Controller) and they process on your behalf (Processor)? If yes,
Article 28 applies.

o Ifthey act as anindependent controller, different clauses apply, don’t force processor clauses onto them.

Article 28 requirements

Your supplier contract must (at minimum) include:

Requirement Description

Only act on your documented instructions The supplier can’t use personal data for their own purposes.

Duty of confidentiality Staff and subcontractors must keep the data private.

Security measures They must take appropriate technical and organisational measures (e.g. encryption, access

controls, policies, procedures, training).
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Sub-processor approval They need your written permission before using another processor, and must have equivalent
contracts in place.

Assist with rights requests They must help you respond to data subject rights requests.

Assist with compliance Includes data protection impact assessments, breach notifications, etc.

Delete or return data At the end of the service, they must delete or return all personal data (unless legally required to
keep it).

Make compliance info available They must give you information or allow audits to prove compliance.

Common pitfalls
1. Vague security clauses — “We take appropriate measures” with no reference to actual standards or controls.
2. Overly broad Sub-processor rights — Automatic approval or no visibility of who they use.
3. Conflicting clauses — Especially in “standard T&Cs” where marketing or analytics use conflicts with “only process on instructions.”
4. Silence on deletion - No process or deadlines for data return/deletion.
5. Liability caps that undermine GDPR - Very low liability limits for data protection breaches.
6. Hidden independent controller language — Terms that give them rights to use data for their own purposes.
7. No mention of assistance — Leaving you alone to handle rights requests or regulator inquiries.

8. Jurisdiction risks — No controls on data transfers outside the UK, or reliance on invalid transfer mechanisms.



Supplier GDPR contract review checklist

Section

Parties & Roles
Purpose & Instructions
Confidentiality
Security
Sub-processing

Data Subject Rights
Assistance Duties
End-of-Contract

Audit & Info

International Transfers

What to Check

Is the supplier clearly a processor? Relationship defined?

Data processed only on your documented instructions, for your specified purposes.
Staff and sub-processors bound by confidentiality.

Specific or standards-based security commitments (e.g. ISO 27001, NCSC guidance).

Written authorisation required before sub-processor use; and process defined.

Supplier must assist with access, erasure, restriction, portability rights and other rights.

Support with DPIAs, breach reporting, regulator engagement and any other duties.
Clear return or deletion process; deadlines set, with workable practices.
Your right to request compliance information or conduct audits.

Lawful transfer mechanisms in place; specific clauses for non-UK destinations.
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Tick if Notes / Gaps
Present
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Terminology Red Flags
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When scanning supplier T&Cs, watch for words or phrases that may not align with UK GDPR concepts:

Term/Phrase

“Personally
Identifiable
Information (PII)”

“Anonymised”
(without definition)

“Data Ownership”

“Industry Standard
Security”

“Aggregated Data”

“De-identified”

“Business Contact
Information” excluded

Silent on Special
Categories

No definition of
“processing”

Why it’s a red flag

US-centric term; may ignore indirect identifiers and UK’s
broader “personal data” definition.

Often used when data is merely pseudonymised,
meaning GDPR still applies.

GDPR is about control and rights, not property.
Ownership language can confuse controller/processor
roles.

Too vague; could mean minimal measures.

Can still be personal data if re-identifiable from other
sources.

US term; may not meet GDPR anonymisation threshold.

UK GDPR covers personal data relating to individuals in a
business context.

No mention of Art. 9 data protection measures if relevant.

Leaves scope for interpretation, potentially narrowing
GDPR coverage.

Better practice

Use “personal data” as defined in UK GDPR Art. 4(1).

Ensure “anonymised” = truly irreversible removal of
personal data.

Use “controller”/“processor” roles with corresponding
duties.

Reference specific standards (ISO, NCSC, CIS) or
describe measures.

Clarify aggregation level and irreversibility.

Define according to GDPR Article 4.

Include business contact details where linked to a living
individual.

Include explicit protections if processed.

Match UK GDPR Art. 4(2) definition.
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Practical tips
o Keep a simple matrix: clause required vs. clause present vs. gap identified.
e Flag commercialvs. compliance issues separately so you can negotiate both streams.
o Ask suppliers for evidence of security measures - don’t rely solely on contract wording.
e Forhigh-risk processing, test the audit clause by scheduling a light-touch review.
¢ Runthe checks before sighing and again when renewing contracts.
o Highlight in amber any red-flag terminology for discussion with the supplier; highlight in red anything missing from the Article 28 checklist.

o Consider creating a living library of “approved clauses” for faster negotiations.



